Thomson Reuters and the GDPR

Thomson Reuters has a long history of providing reliable and trustworthy
information to our customers. Integral to how we do this is our commitment to
privacy and how we protect personal data. This document answers questions our
customers often ask about how Thomson Reuters is preparing for the GDPR.

Our commitment to privacy

As a company that prides ourselves on customer trust, the
protection of personal data and compliance with applicable
privacy laws (including the GDPR) are key priorities at
Thomson Reuters and fundamental considerations in how
we operate as a company. We have implemented a
number of technical, organisational and legal mechanisms
to protect personal data, which have been proactively
reviewed and updated in light of the GDPR.

This commitment is driven by our global team of privacy
experts that oversee the use of personal data in our
products and services, working in close collaboration with

our information security and technology teams. we are doing to prepare for the
GDPR
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The involvement of our senior management in the Privacy
Matters program has made certain that privacy and
information security also have the full attention of the
Thomson Reuters Board of Directors and further
demonstrates the scale of this commitment across the
company.

Our approach to customer contracts

Many of our products handle personal data and we
recognize that our customer contracts need to be updated
to meet the requirements of the GDPR.

As part of the Privacy Matters program we are proactively
updating existing contracts to provide additional privacy
protections in line with the GDPR. This includes making
contractual commitments to our customers to satisfy the
requirement of Article 28 of the GDPR where Thomson
Reuters acts as a processor of customer personal data.
These new terms and protections are purely additive and
do not alter or impair any rights that our customers may
have in their current contracts with us. These additional
terms include our commitment to keeping customer
personal data secure and confidential, and help our
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patches. At times, additional security controls may be
implemented to provide mitigation against known threats.

Virus Protection

All Thomson Reuters-owned and supported operating
systems that are hosted in our data centers or managed at
customer sites are required to be configured with Thomson
Reuters’ antivirus solution for compliance with our policies
and standards. This excludes operating systems that are
not managed by Thomson Reuters.

Infrastructure Security

Our products and services are offered through public and
private networks. There are tiered controls, including the
use of network segmentation, to ensure the appropriate
level of protection to systems and data.

Device Lockdown

Standard server builds are deployed across our
infrastructure. Our builds are based on industry practices
for secure configuration management.

Physical Security

All strategic data centers are managed to the standards
within Thomson Reuters Corporate Security Policy
guidelines based on best practices in the industry. These
guidelines include requirements for physical security,
building maintenance, fire suppression, air conditioning,
UPS with generator back-up, and access to diverse power
and communications. Thomson Reuters policy requires that
each and every facility be subject to comprehensive audits.

A variety of secure methods are used to control access to
Thomson Reuters facilities. Depending on the sensitivity of
the facility, these methods may include: the use of security
staff, ID cards, electronic access control incorporating
proximity card readers, pin numbers or biometric devices.

Our information security program (including our
infrastructure, technical controls, processes, policies and
certifications) is also reviewed and updated
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